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Introduction
The purpose of this document is to provide instructions on connecting to the HRSA WebVPN. This
document will guide users through gaining access, Logging in, and basic “how to” instructions.

Prerequisites

Prior to attempting to connect to the HRSA WebVPN you will need to request access to the WebVPN.
You can do this my contacting the HRSA Helpdesk and request access to the HRSA WebVPN. You will
also need a PIV Card and a Smart Card reader ( Integrated or USB) with the appropriate middleware and
drivers installed. Installing the Smart Card reader is beyond the scope of this document.

Using the WebVPN

Once you have been granted access to the HRSA WebVPN, you can access the Remote Access Portal site
by navigating to http://access.hrsa.gov.

Insert Smart Card into Smart Card Reader



http://access.hrsa.gov/

Click the button to “Launch Cisco SSL VPN” (see screenshot below).
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Agree to the Government Warning notification (see below):

Government Warning »

WARNING™WARNING™WARNING
This is a Department of Health and Human Services computer system. Department of Realth and Human Services computer systems
are provided for the processing of Official U.S. Government information only. All data cofjtained on Department of Health and Human
Services computer systems is owned by the Department of Health and Human Services\gnd may, for the purpose of protecting the
rights and property of the Department of Health and Human Services, be monitored, intercefjted, recorded, read, copied, or captured in
any manner and disclosed in any manner by authorized personnel USE OF THIS SYSTEW BY ANY USER, AUTHORIZED OR
UNAUTHORIZED, CONSTITUTES CONSENT TO THIS MONITORING, INTERCEPTION, RRCORDING, READING, COPYING, OR
CAPTURING AND DISCLOSURE.

WARNING™WARNING™WARNING™
THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM. System personnel may give to law enforcerfent officials any potential evidence
of crime found on Department of Health and Human Services computer systems. Unauthorized accels or use of this computer system
may subject violators to criminal, civil, and/or administrative action. UNAUTHORIZED ACCESS. To tjis United States Government
Computer System and software is prohibited by Title 18 United States Code, Section 1030, fraud and reéfated activity in connection with
computersCOMPUTER USAGE. The standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704) do
not permit the use of government property, including computers, for other than authorized purposes SENSITIVE INFORMATION.
Reminder, do net file sensitive information (e.g, information concerning an individual) in electronic file}in a way that allows
unauthorized persons to access the information. RETENTIOMN OF RECORDS. Reminder, documents that yu create electronically,
including electronic mail, may be governed by the Federal Records Act (Title 44 United States Code 3314) juljf as hard-copy records
can be. Do not destroy electronic records that are subject to the Act except pursuant to an approved records Yisposition schedule.

WARNING™WARNING*WARNING**

Select your certificate when prompted (usually the top item with your name and a valid date range):

Windows Security ﬁ

Select a Certificate

| Issuer, HHS-55P-CA-B7
Valid From: 5/25/2011 to0 11/8,/2013

L-—-J Click here to view certificate prope...

| Issuer: HHS-55P-CA-BT
. Valid From: 5/25/2011 to 11,/8,/2013

| ok || cancel

-

Enter your PIN when prompted:




ActivClient Login

Actividentity

ActivClient

PIM

Please enter your PIM.

Cancel

I

You are now logged into the HRSA SSL WebVPN
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You can click links from this page to reach internal and external HRSA Network resources.

You can also type into the embedded address bar and enter custom URL’s (web addresses).




£ HRSA VPN - Windows Internet bxplorer
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Do not type web addresses in the top address bar.

Logging off

When you are finished your session click the logout button and close all browser Windows.
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Using the SSL VPN

Users that have Government Furnished Equipment (GFE) can use the SSL VPN to connect their devices to
the HRSA Network as if they are in the Office.

To do so, click the AnyConnect icon in the System Tray.
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Customize...

Click the “Connect” button.
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]l AnyConnect
CISCO Secure Mobility Client

Advanced...

Enter your PIN when prompted.

lient Login

ividentity

tivClient

se enter your PIM.
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Click “Accept” on Banner

i ™y

Cisco AnyConnect

This information system is provided for U 5. Govemment-authorized use -
only. Unauthorzed or improper use of this system may result in
disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the
following:

You have no reasonable expectation of privacy regarding any
communications or data transiting or stored on this information system.
Ay and all information may be disclosed or used for any lawful
govemment purpose.

[ Accept | [Disconnect

Your computer will then be connected to the HRSA SSL VPN.

Using the Start Before Login Feature

Start Before Login is a feature that allows you to establish an SSL VPN Connection prior to logging into
Windows. To use this Feature, you need to connect to the VPN using the Cisco AnyConnect Client once
using the method above.

To use the Start Before Login Feature, click switch user at the login screen.
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Log on to: HRSA
How doIlog on to another domain?

Switch User

In the bottom right hand corner, click the icon as shown below.

indows / Enterprise

At the login screen, click connect




it AnyConnect
CISCO Secure Mobility Client

Type your PIN when prompted

Actividentity
ActivClient

Please enter your PIN.

PIN I :tsst:l

Cancel

Accept the warning banner




This information system is provided for U5, Govemment-authorized use  »
only. Unauthorzed orimproper use of this system may result in

dizciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the
following:

ou have no reasonable expectation of privacy regarding amy
communications or data transiting or stored on this information system.
Ary and all information may be disclosed or used for any lawful
govemment purpose.

-

| Accept | | Disconnect

You will then be able to login to Windows with your PC already connected to the HRSA Network.

Other User
Smart card logon

Cancel

w» Windows 7 Enterprise

Questions/Support
If you require assistance you can contact the HRSA Help Desk.




