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Passwords 

It happens to all of us. We all find ourselves in that situation where we are in a rush and need to get in the computer to handle something urgent. Only there is a problem… you can’t remember your password. Typically you would call the helpdesk and wait for someone to call you back and assist you with resetting your password. Now you can cut down the time it takes to regain access by registering with this self-service online tool that allows you to reset your own password or unlock your account, anytime, from anywhere! Take advantage of this huge time saver NOW by following the instruction provided and enrolling in this system. You won’t regret it!
Information about passwords 
Passwords expire every 60 days. You will be prompted to change your password as the deadline approaches. Failure to change your password by the deadline will result in a locked account. 
You cannot use a password that you have used previously. 
Passwords must be at least eight (8) characters in length and use a combination of at least three of the following types of characters:  capital letters, lowercase letters, numeric characters and special characters (e.g., !@#$%&+/). 
Password Do’s 
· Choose ones that you can type quickly! 
· Make them easy to remember! 
· Make them hard to guess! 
Password Don’ts 
· Do not use your first name or last name in any form. 
· Do not use your login name. 
· Do not share your password with ANYONE! 
· Do not write down your password where it could be read. 
· Do not create a password out of information that is easily obtained about you (e.g. Spouse or childrens names, license plate numbers, telephone numbers, social security numbers, the brand of automobile, the street you live on, etc.)
 If you suspect your password has been compromised please notify the HRSA Incident Response Team at 
301-443-3333 or email Incidentresponse@hrsa.gov


Enrolling 

1. [image: A picture showing the internet explorer address bar with the iforgotmypassword url. Https://iforgotmypassword.nih.gov] Open your internet browser and enter iforgotmypassword.nih.gov in the address bar.



2. Click the drop down box to set the Domain to HRSA and enter your user ID 
[image: A graphic showing the IForgotMyPassword website welcome screen. Welcome to IForgotMyPassword. Self Service Cross Platform Password Reset and Synchronization.
Primary Account. Domain and User ID]





3. You will need to Enroll to use this system. Please click the continue Button.
[image: Graphic explaining You must first Enroll to use IForgotMyPassword. The first step in using IforgotMypassword is to enroll. You must proivde answers that only you woul dknow to 3 unique identity questions. You must also confirm your email address, so we cna send you a notification anytime your account is accessed via IForgotMyPassword. Click the continue button.]







4. Enter your User ID and Password







5. [image: You have successfully enrolled in IForgotMyPassword. You may come back anytime to reset your password, check your password expiration date, update your enrollment information etc. Click the continue button.]Select security questions and fill in answers.
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6. This completes the enrollment process.






7. Once you are successfully enrolled you can chose from the following options.
[bookmark: _GoBack][image: Icons showing account information and enrollment][image: Icons showing Forgot my password, Unlock Account and Change Password]







For more information call the Helpdesk at 
301-496-HELP or 301-496-4357
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Logged in as: HRSA\ahabteselassie

You must first Enroll to use IForgotMyPassword

The first step in using IForgotMyPassword is to enroll. You must provide answers that only you would know
to 3 unique identity questions.

You must also confirm your email address, so we can send you a notification anytime your account is
accessed via IForgotMyPassword.
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. Primary Domain Logon Verification

Enter your user ID (username) and password.

Domain: |HRSA = ‘

UserID:  |ahabteselassie

Password:
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. Primary Domain Logon Verification

Enter your user ID (username) and password.
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You have successfully enrolled in IForgotMyPassword. You may come back any time to reset your
password, check your password expiration date, update your enroliment information, etc.
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Answer 2:

Semi-Private Question: When you call the help desk,

'you may be asked to disclose this answer to verify

your identity.
Question 3: |~ Please Select a Question E]
Answer 3:

You will be asked to answer these questions if you need to
reset your password, or manage your account.
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